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Advances in information and communications 
technology, combined with exponential growth in 
data, have given rise to a more empowered con-
sumer. Online users have learned how to compare 
services and their prices. They have found ways to 
make their voice heard, by providing feedback and 
therefore stepping into the territory of traditional 
brand communications. The downside of this is 
that the customers themselves have become more 
transparent. 

Today, the majority of digital businesses rely on an 
ad-centric, data driven business model. However, 
they have missed and often intentionally ne-
glected the opportunity to establish a trust-based 
relationship with their customers. Users are forced 
to blindly trust in fair and lawful conduct. 

The steady erosion of privacy results in pervasive 
concerns regarding the use of personal data. 

Digital trust is moving further away from the tra-
ditional concept of trust in people and becoming 
more similar to institution-based trust. 

This whitepaper introduces a comprehensive, stra-
tegic approach to understanding digital trust. The 
iceberg model is used to pay attention to different 
component of trust and provides a framework 
that allows marketing professionals to understand 
how trust is built.

As the data volumes grow, business analytics 
capabilities become more and more powerful. This 
underlines the hypothesis that true privacy on 
the Internet does not exist – any more. Even if a 
service provider guarantees privacy, users bear a 
certain risk that their personal data are mined and 
brought in context with their identity at a later 
stage. 

INTRODUCTION

Customers, together with their preferences, needs and identity, have become more transparent. 

Preventing personal data from being processed is no longer a realistic, feasible approach in 
an Internet enabled society. It is rather increasingly important to understand how businesses 
should use disclosed data and how control over this data can be brought back to the individual. 

In a world where privacy is withering away like ice in summer, understanding and building on-
line trust are essential business capabilities. 



3

Modern analytics may inadvertently make it pos-
sible to re-identify individuals over large data sets. 
The numbers of data points that can be used to 
build a rich profile of users are countless. 

An insurance company can for example monitor 
the characteristics of a prospect’s keyboard usage 
(speed of typing and moments of hesitations, 
typing pressure and usage of small caps versus 
uppercase), which can reveal relevant information. 
Hesitation, for example, shows limited decisive-
ness and therefore may give hints regarding a 
customer’s willingness to pay. 

Individuals can often be re-identified from anony-
mised data because their personal data often nar-
rows possible combinations down and finally leads 
to the individual. Thus, online privacy is at risk. 

As a natural reaction to the described develop-
ments, consumer concerns regarding the disclo-
sure of personal data are increasing. However, 
the motivation of online businesses to protect 
their users privacy and to act as advocates for the 
customers is often surprisingly low. It is usually 
limited to pursue objectives in marketing, such 
as avoiding reputation risks. Businesses have to 
change their attitude in order to be successful in 
the future.

Studies conducted by leading management con-
sultancies reveal that the perceived confidence 
in the security of personal data is alarmingly 
low. Only about one third of the respondents in 
Europe trust in the security of their data (Accen-
ture, 2014). The research also identifies significant 
differences in the acceptability of data use and 
confidence in the security of personal data be-
tween countries. While respondents in India show 
the highest confidence (72%), only one in four 
Japanese users think that their data is safe. 

Users consider certain data types, such as credit 
card data and financial data, as the most private. 
Data types that are not directly linked to the 
identity, but only to the profile of a user (such 
as age and gender) are perceived as less delicate. 
But despite consumers’ distrust, there is hope for 
data scientists and marketing specialists; Although 
today’s internet users are very much concerned 
about privacy and the integrity of their business 
partners, two third of consumers globally are will-
ing to share additional personal data in exchange 
for additional services or discounts. 

European companies that successfully establish a 
trust-based relationship with their customers can 
increase access to consumer data by about ten 
times (BGC, 2013).

Ever since the World Wide Web became a global 
phenomenon, scientists from a wide range of 
disciplines have tried to make the trust construct 
comprehensible. These studies all build on the 
broad scientific work that originates from a more 
analogue world. 

Deutsch has developed one of the most funda-
mental definitions for trust (1962): He defines 
a framework in which an individual faces two 
aspects. First, the individual has a choice between 
multiple options that result in outcomes that are 
perceived as either positive or negative. Second, 
the individual acknowledges that the actual result 

depends on the behavior of another person. 
Deutsch also mentions that the trusting individual 
perceives the effect of a bad result as stronger 
than the effect of the positive outcome. 

Thus, trust is built, if a person assumes that the 
aspired beneficial result is more likely to occur 
than a bad outcome. 

Important factors in the trust equation are 
missing control, vulnerability and the existence of 
risk (Petermann, 1985). The existence of multiple 
options and diverse scenarios lead to ambiguity 
and risk. 

HOW DIGITAL TRUST REDUCES COMPLEXITY
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In the context of trust, the iceberg metaphor 
works in many different ways: 

First of all, trust must be seen as a precious good. 
It is hard to build, but can be lost very quickly. This 
makes it both a key differentiator to win against 
the competition and a potential pitfall that can 
easily destroy organizations. The Volkswagen 
emissions scandal has demonstrated how quickly 
trust is lost. It showed that even strong brands 
from traditional brick-and-mortar businesses can 
become severely damaged. 

The Internet accelerates this process. Bad news or 
reviews are spread at light speed around the globe 
and once negligible pieces of information can 
cause harmful shitstorms to spiral out of control. 

Like an iceberg at open sea, trust issues must be 
recognized early and marketers need to sail ele-
gantly around such perils. 

On the other hand, trust is vital. Ongoing melting 
of the polar ice caps will inevitably raise the sea 
level and put coastal areas in danger. Similarly, 
if the trust factor is neglected, organizations are 
missing out on potential business opportunities 
and putting themselves at risk to be sunk by the 
competition. 

A TRUST MODEL THAT RESEMBLES THE SHAPE OF AN ICEBERG

Faced with numerous possibilities, individuals 
must reduce complexity in order to eventually 
make a decision and not to fall into the trap of 
analysis paralysis. 

Trust is such a mechanism that reduces social 
complexity. It plays a central role in helping con-
sumers overcome perceptions of risk and insecuri-
ty (McKnight, 2002). 

This context is best captured in the definition of 
trust developed by Mayer, Davis and Schoorman 
(1995: 712): 

“Trust is the willingness of a party to be 
vulnerable to the actions of another party 
based on the expectation that the other 
will perform a particular action important 
to the trustor, irrespective of the ability to 
monitor or control that other party“.
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Second, the sheer size of an iceberg usually 
remains unknown to the observer. This is due to 
ice’s density being less than liquid water’s density. 
Hence, only one-tenth of the volume of an iceberg 
is typically above the water level. 

This resembles the fact that most of the deter-
minants of trust are less known, not understood 
or simply invisible. Moreover, it is difficult to 
manipulate those constructs. Trust therefore is 
often built when no one is looking. For companies 
this means that there are limited but important 
options to influence the information asymmetry in 
digital markets.

Just like the processes of freezing water and 
forming an iceberg take a lot of time, the process 
of building trust usually takes time. The primary 
way of gaining trust is to earn it by developing 
and nurturing a relationship with customers and 
future prospects. 

Companies can and must have control over the 
quality and intensity of the customer experience 
if they want to influence the level of trust of the 
customer. Opportunities to shape the experience 
exist at any touchpoints in the customer decision 
lifecycle. This model however focuses on under-
standing and engendering initial trust.

The iceberg trust model differentiates between 
two major components that influence formation 
of initial trust: Trust constructs and cues/signals. 
Trust constructs refers to elements of the iceberg 
that are usually under water. They represent the 
schemata that unconsciously steer our behavior. 

Constructs represent mechanisms driven by our 
hot, affective system. Cues or signals refer to stra-
tegic areas and design patterns companies apply 
to engender trust. They are above the surface and 
allow for reducing information asymmetry.

BRAND

SOCIAL
ADAPTOR

SOCIAL
PROTECTOR

RECIPROCITY

TRUST CONSTRUCTS

Visible and 
actionable
trust cues

Hidden, 
not directly
actionable
trust
constructs
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The iceberg model suggests four clusters of trust 
cues that sit at the tip of the iceberg: Reciprocity, 
brand, social adaptor and social protector. Each 
cluster holds again a set of trust signals or trust 
design patterns (please refer to the online docu-
mentation on iceberg.digital® for details on trust 
design patterns) that can be considered by mar-
keting professionals in order to engender trust.

• Reciprocity: A social construct that describes 
the act of rewarding kind actions by respond-
ing to a positive action with another positive 
action. A fair level of reciprocity is reached 
through transparent exchange of information 
for appropriate compensation. 

• Brand: A company makes a certain commit-
ment when investing in its brand, reputation 
and awareness. Capital invested into a brand 
can be considered a pledge that is at stake 
with every customer interaction and every 
transaction.  

• Social adaptor: A strategic element that 
connects the cues with the base of the 
iceberg as an interface to the construct of 
institution-based trust. The social adaptor 
holds innovative strategic elements in the 
technological space that influence how 
consumers perceive structural assurance and 
situation normality. Online users that perceive 
high situation normality would belief that, in 
general agents in the environment have the 
required trust building attitudes; competence, 
benevolence and integrity. 

• Social protector: The empowered customer 
has identified online review systems as a very 
intuitive, quite robust and therefore useful 
source of information for decision-making. 
Trust design patterns within this cluster can 
support users to avoid interactions that result 
in a loss. They can help to overcome ‘tragedies 
of the commons’ and create social benefits.

Giving away personal data in a situation of uncer-
tainty and without adequate compensation seams 
to be an irrational behavior. This contrasts sharply 
with the traditional economic theory of a rational-
ly acting individual, the Homo Economicus. Neu-
roeconomists and modern behavioral economists 
have demonstrated that consumers are, in fact, 
not rational in their decision-making. The same 
can be said for the consumer in the digital space 
and here are the reasons why. 

An understanding of the basic structure and 
mechanisms of the human brain is key to under-
standing the digital customer’s mind. The most 
fundamental insight in this context is the fact that 
our thinking relies on two distinct systems. The 
first system operates automatically and quickly, 
with little or no effort and no sense of voluntary 
control. The second operates more slowly and al-
locates attention to the effortful mental activities 
that demand it. Popular science names these sys-
tems the cool and hot thinking (Mischel, 2014) or 
simply system 1 and system 2 (Kahneman, 2011).

WHY DIGITAL MINDS DO NOT ACT  
RATIONALLY
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When prompted to provide personal data online, a 
customer will always process information though 
the two systems. It is key to know that the cool 
and the hot system always have an influence on 
and compete with each other. If we face a stress-
ful situation, the cognitive system powers down 
and resources are allocated to the hot system. 

Digital consumers need to be able to resist 
temptations and to cool allures down in order 
to be able to make rational, deliberate decisions. 
Professor Mischel identifies a set of powerful 
strategies that allow individuals to increase their 
level of self-control. Among these is the strategy 
to reflect on one’s own situation through the eyes 
of another. 

The cool system can more easily be activated 
when a hot decision is made for another person. 
This may explain the success of online recommen-
dations and third party endorsements. Users may 
make wrong purchase decisions, but their online 
reviews (e.g. on Tripadvisor) are very specific and 
helpful for others to prevent the same mistakes. 
Reviewers are able to conceive meaningful rec-
ommendations, even if they have not bought or 
consumed the service or product themselves. 

An increased sensitivity of online customers 
regarding privacy and higher competence in 
dealing with personal data support the activation 
and therefore the weight of the cognitive, so the 
cold, system. The evolution of the digital mind 
will make it increasingly more difficult to extract 
an email address from a visitor with promises of 
a chance to win an iPhone. Already, users have 
become more willing to deliberate a truly strong 
password instead of a 4-digit number – which was 
probably the user’s birthday. 

Building initial trust relies heavily on the eval-
uation of existing schemata. Such schemata 
describe a pattern of thought or behavior that 
organizes categories of information and the 
relationships among them. Schemata can be seen 
as memory traces. Part of the journey towards a 
more sustainable approach to personal data is to 
benevolently support customers in building new 
competence in dealing with data and eventually to 
develop these schemata’s.

Another interesting perspective originates from 
Behavioral Economics. Economists provide a set 
of theories that contribute to an answer on how 
people act under uncertainty. This discipline has 
been dominated for years by the picture of the 
homo economicus – an individual that acts fully 
rationally without being influenced by emotions. 

The homo economicus draws on the cool system 
as described above to align his decisions fully on 
the maximization of benefit and minimization 
of cost. However, friends, feelings and prefer-
ences influence even the coolest character in his 
behavior. Our brain is “hard-wired” to socially 
interact with other human beings. And all these 
interactions lead to information and eventually 
schemata that influence our decisions made by 
the hot system even before the cool system has a 
chance to kick in. 

Empowered by technology, consumers have 
become networked minds, social decision-mak-
ers, more than ever before (Helbing, 2015) and so 
more vulnerable to ‘hot’ influencing factors. 

The traditional economic concept of the rationally 
acting individual turns out to be incorrect. Deci-
sion-making can best be explained with the theory 
of bounded rationality (Simon, 1997). According to 
this, people tend to make decisions with particular 
biases. 

Understanding these biases gives insights into 
the mind of the consumers and eventually reveals 
strategies for marketing to influence costumer de-
cisions. In particular, the prospect theory helps to 
explain several behaviours observed in economics 
(Kahneman/Tversky, 1979). The different perspec-
tives on looming gains and losses may explain 
why the same person may buy both an insurance 
policy and a lottery ticket. Please refer to our 
online documentation on iceberg.digital® for more 
insights about cognitive biases. 
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In the context of tThe ability to establish a mutual, 
honest dialog and a long-term partnership with 
customers will be central to defining the winners 
of tomorrow. In order to engender trust and to 
build a true partnership with their customers, 
companies need to go a step further in the evolu-
tion of marketing. 

MIT Sloan Professor Glen Urban has conceived an 
interesting approach that is fully oriented to the 
characteristics and needs of the empowered cus-
tomer. Urban describes an advanced form of mar-
ket-orientation that responds to the new drivers 
of consumer choice, involvement and knowledge. 

Customer Advocacy aims to build deeper customer 
relationships by earning new levels of trust and 
commitment (Lawer et al., 2006). It is all about the 
development of mutual transparency, dialogue 
and partnership with customers. 

Customer Advocacy uses the mindset and tools of 
the CRM-approach, as well as orientation towards 
total quality and customer satisfaction as a foun-
dation. Companies following this strategy act as 
honest and unselfish advocates for the customer. 
This includes providing the customer with the best 
offer, even if it comes from a competitor (Urban 
2005). In return, the consumer offers trust to the 
company and is more willing to share information. 

There is no standard process for identifying and 
solving trust issues. However, in order to leverage 
digital trust as a currency and as a key differenti-
ator for future success, companies can build and 
practice three major business capabilities. 

REQUIRED CAPABILITIES TO ENGENDER DIGITAL TRUST

EMPATHIZE
IDEATE

PROTOTYPE
TEST

LEARN

PLAN
DRIVE
REACT

ITERATE
ADAPT

SERVE
SUPPORT
MANAGE
CONTROL
OPTIMIZE

ENGEN
DER

ENABLE

UN
DE

RSTAND
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Engendering the belief of competency, benevo-
lence and integrity constitutes a poorly bounded 
problem. These are problems that are essentially 
unique. Solutions to these “wicked” problems are 
not true-or-false, but better or worse. It therefore 
requires a dynamic approach to problem solving. 
Furthermore, it requires an effective approach 
that eventually identifies often hidden problems. 
Last but not least, it requires an empathy-based, 
human centered process that focuses on actual 
user needs. All of these requirements are met with 
the Design Thinking methodology by the Stanford 
Design School.

• Understand: Businesses must be able to 
find their customers’ issues and therefore to 
correctly understand their situation. Although 
analytics can support this step, businesses 
have to rely rather on “thick” than on “big 
data”. Whereas Big Data can give insights into 
customer behavior on a massive scale, Thick 
Data aims to reveal underlying motivations, 
intentions and emotions. Specific techniques 
such as interviews, contextual research and 
usability studies can help collect data required 
for empathizing, ideating, prototyping, testing 
and learning.  

• Enable: Answer the question about the 
“why?” first. Then conceive plans for the 
“what?” and the “how?”. It is critical to align 
all trust strategy measures to clearly articulat-
ed business objectives. Companies may build 
a value tree that clearly structures potential 
value drivers and outlines objectives. These 
objectives will be used to evaluate projects 
that result from ideation and prototyping. 
A set of trust metrics will help to build the 
business case and to control initiatives. Fur-
thermore, guiding principles and a solid code 
of conduct need to be established. 

• Engender: Trust is earned over time and fur-
ther shaped on every touch point within the 
customer life cycle. Companies must actively 
manage their roadmap of trust initiatives. 
Feedbacks from implementation need to be 
considered and may require further actions 
and adaptations. Engendering trust is an 
iterative process. 
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The “balancing act” of competing business inter-
ests and privacy requirements will be of increasing 
importance in the near future. Marketing often 
takes advantage of the consumer’s bounded ratio-
nality and their well known cognitive biases. Such 
a rather opportunistic approach in digital mar-
kets is not sustainable. Electronic markets have 
the potential to substantially reduce information 
asymmetry and transaction costs. They offer 
effective opportunities to gain insights into needs 
and behaviours of customers. 

Extracting these insight requires respectful and 
farsighted handling of personal data. The digital 
revolution with its explosive growth of data and 
system complexity is about to transform indus-
tries again. 

In order to harness the potential of data, the 
digital economy and its data driven business 
models must get on a journey towards trust-based 
customer relationships. It all starts with a better 
understanding of digital trust. 

Please visit www.iceberg.digital to learn more 
about digital trust.
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